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Outlines

What is the integrity?
Integrity Parameters.

Integrity requirements.

Integrity Algorithms/applications.
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What is the GNSS integrity?

What do you think about the knife thrower?

11 true and 1 false

probability
A
O
<>
—
error
Ko Ko Magnitude

Wrong
information

e [

Boo

4

L

g Safe

CRF A

Fof-Life (Sol.) applications.



What is the GNSS integrity? weﬁ




Py,

O
What is the GNSS integrity? SL\')VEOS

» “Integrity: the ability of a navigation system to provide timely warnings
to users when the SyStem should not be used”. source-Federal Radionavigation Plan

« GNSS performance means mainly the four GNSS quality attributes:
Accuracy, Integrity, Continuity and Availability

(GNSS Navigation Performance Pyramid)
Availability




Integrity vs. Accuracy

-5

Accuracy (e.qg. error at 95%)
Integrity (percentage inside the yellow circle)
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GNSS Integrity parameters s,\¢\/|;/|5\@7

Alert Limit (AL): The largest position error

allowable for safe operation. (It is the radius of a
circle which describes the region that is required to / R
contain the indicated position with the required / unknown) SSIB
probability for a particular navigation mode). /

HAL

Position
‘ error

Time to Alert (TTA) \

Protection Level (PL): It is the key to the
integrity concept. ??

PL concept was devised to inform users of the | i e AL
degree of residual risk of large position errors

after integrity monitoring is completed.

by us
o If PL > AL, the alert triggers; | .)'

o If PL < AL, the alert does not trigger

VPL\,



Protection Level Concept /75

©
SWEP®
C

-User compute the Protection Level.

-The PL may vary between epochs
according to the type, quality,
geometry and humber of
observations, as well as the
functional model used.

-To accept the solution at a certain
epoch, the computed values of PLs
should not exceed a threshold alert
limit.

~1 Factor related
PL = k |Otes r |[Trace [(HTH ) P to the satellite
* geometry
(Dilution of
Multiplicative factor related to — Precision)
local GNSS signal degradations 4




Integrity Statistical Decision Outcomes

Failure
Present

Detection

GNSS Case?

True position Failure

(unknown) Sl Absent

Position

error

HPL Estimated

position
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Integrity Operational Modes S‘V'-VE/@?

‘ True User Location
A Estimated User Location

Nominal Operations System Unavailable Misleading Operations




. . SWEP®S
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Unavailable
System AL < PE <PL

It uses now for SBAS Unavailable

PE<AL<PL Unavailable

& Misleading
Information
Alert Limit (AL) AL<PL<PE

Nominal
Operations
PE<PL <AL

Protection Level (PL)

True position

o

PL Estimated
position

Misleading
Operations
PL<PE <AL

Position Error (PE)



Practical example of using the Stanford Integrity Diagram

EGNQOS Service Performance Monitoring Support (SPMS) project
EGNOS Signal Status
REAL TIME

ff‘“ 00_10.\‘\ ODJO.\\\
é%‘ PRN 123 : a" PRN 136 é%: PRN 126
”

! 3 ACTIVE \ 2 ACTIVE

< ’ SoL Mode S ¥ 2 Sol Mode e .? Test Mode

-~ - -~ ~

DOY 280 (2018-09-07), PRN 136

Overkalix station Visby station
86021 valid epochs, 8 unavailable epochs and 0 (H)MI epochs: ‘ 86021 valid epochs, 0 unavailable epochs and 0 (H)MI epochs: 4
T ¥ T T T T A 10 ™71 T T T T T L | 10
_ /
' ' Unavailability epochs: 8° Vs Unavaiability epochs: 0 7+
. : ~ OMI i ' i 7 OMI
“0p o - 3k 40 p——i—s T - ok
Normal Operations: A - e Normal Operations: P
(CAT-1, APVZandAPVl) g P (CAT-1, APV2andAW1) E]
86013 Epachs 5 (3 86021 Epochs ; a
........... 4 E- 30 e §-
| i
i E )
L 102:‘: = | 102§
/ % B £ f ;
L o 2 O NNRRRNE . SONN| WOTRRITSRRRN . . ¥
5 : : :
om | 0 HMI 1 ot i - om | oum_;_;_ 10!
B SN NOSRUUR LS (RTNSUN NS SOy .z .....................
iz
TS S S £ AY. |- SRy | . .q'— ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
: - i . | "_‘__;‘,i 0 No PA: O F 10°
8 12 20 30 40 50 10 8 12 20 30 40 50




Practical example of using the Stanford Integrity Diagram

EGNQOS Service Performance Monitoring Support (SPMS) project
DOY 280 (2018-09-07), PRN 123

Visby station

1 valldoep}){:g Eﬁ?a!l:é egcthsaag SHI?MI ehothE: 86021 valid epochs, 0 unavailable epochs and 0 (H)MI epochs: A
I00C 1 ead spachs: D ; ok P 5L VR SO : TR 7 19
SOf ; ' o : : ; /i
: . / -+ ¢ Unavailabiity epochs: 0: : /0 "
‘ L LB E : Lo T
40 _ A 10° ° © 11 Normal Operations: | 0
‘ _/' ' ' -
‘ ?&':?@"mmn | 3 ‘ AT\ APV-2and APV-1) 3
' 3 o T B TR o o
= 30 e 3 B L N N AT ST : / | i
E ﬁ 8 102§ 7 7 10%¢
2 z 3 3
: ;‘ é ........... SRS B SHRS B S g
: g 4 ‘ / & z
om o | S o o || .
x ....... e
No PA- O |~




Example: Multipath error. m

PIEERS
Horizontal Performance - (11336 seconds) Q
i Ve 53 a0 & & & 1100
© 1 system Unavailable 1000
40 40| =+ * = . AlamEpochs: 33 - 900
% o . 3
35 E 35 L] g 0 ey ';o- - L AU, 800 o
a-J 2 3 = o= 700 5
30 a —~30 . a
8 E = 8 Normal Operatiop 2
£ Sufh losmeteon 4 w £
20 S T2 5
@ 400 @
15 £ 15 {2 s - g
Z . 2
10 10 8 -
5 5 100
0 0
0 10 20 30 40 50 0 10 20 30 40 50
Error (m) Error (m)
Horizontal Performance - (11336 seconds) Adding manually pseudorange error 20 m
5 - = (Multipath) added to 1 random satellite 50% of
45|77 2% the time
40 |,
1000
Integrity algorithm %
carried out on data 30 800
with manually

E
added pseudorange §
error =

z
o
Number of Points per Pixel

. 0 10 2 30 40 50
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Integrity monitoring layers S&N}@S

The primary defense
against the faulty signals [
(Filtering)

(exclude them from use and
work with the remaining
healthy signals).

Protection Level
Calculations

(signals that pass all monitors
still contain some risk of
producing large errors)

o N 1
V. V.V w V V w_ V

Do not use the system!

-------------------------------------------------------

' '
: |
) !
ol : P \ "
=1 " ' ; 'I' ’/ T \\ \\‘ [
el r oy Sy | Ve

= — o« CWT T | 7}

| \ o/ A &

: (49 ; . i
5 = 3 : \ \\ ‘ /’ 3

! M : : — \\\ \‘-A - ",

i +  Navigation Signals and ; S e

' ¢ System Integrity Information | |




Examples for Integrity requirements SWE/PQC:?S

The International Maritime Organization (IMO)

International Civil Aviation Organization (ICAO)
System Level Parameters

Typical operation  Horizontal alert limit Vertical alert limit Integrity nsk T'ime-to-alert A!e:TmL)Imll Alarm? (s) lnt(eg}r;tg ﬁ;SK
NPA 556 m N/A 1—1 %107 10s - 5
) Ocean 25 10 10~
7 c 1-2x10 -
APV-] 40m 50 m inany approach 10s Coastal 25 10 1075
W 9 1-2x10"
APV-1I 40.0 m 200 m o, upp:mh G P:;rst u:mr:a‘:: t::;a 2 10 10°5
Category | 400 m 350 mto 10.0m 1-2x%107 f <
Use Case Precision Integrity Method
Navigation I'm on the road 105 GNSS + DR +Map matching
Traffic Efficiency I'm in the lane 107 GNSS (Correction Service) + DR
(V2X) +... Camera?
Autonomous I'm in this Impeccable All these, more sensors?
Drive position in this
lane
Mapping (AAM) [
Biidgs avid Tectonks Public safety 02-30m 2-15s
Monitoring for Bridge 0.004 m 30s
Safety Collision avoidance 02m 5s
C d Vehicl
Telecommunications 680 nsec 30's onn;clilea nvee icle 0.2 5s
Timing =




Integrity systems (Algorithms) S@'yg

Integrity Algorithms
Conventional Augmentation Advanced Galileo Other RAIM
RAIM System RAIM Concept Classes

| Absolute RAIM
Lo ] o | P — o
| Relative
SS RAIM GBAS 1 RAIM —I ERAIM
Parity Extended
4 Method l LAAS RAIM I ?
User Level System Level Mixed Level System Level Mixed Level

> e S‘




SWEPWES
RAIM vs ARAIM C_\\

Constellation GPS only Multi-constellatio GNSS
Frequencies L1 only ARAIM utilizes dual frequency signals
(L1,E1)/L5,E5)
Usage Aviation It is under developing to cover the AD
applications (complex environments. Multipath, erroneous clocks (in

the case of terrestrial signals of opportunity), spoofing,

)

Error model Gaussian with zero Other biases are considered
mean
Failure rate In range of 104 In range of 10>
per hour per per hour per satellite
satellite

LANTMATERIET
e e



ARAIM Parameters S’(\@%




SBAS (EGNOS, WAAS, ....) integrity concept SWE/P%?S

SBAS Geostationary satellite *""
{

,;
‘oo L

Ranging Differential Estimate of integrity
(GPS-type  corrections residual “Use / Don’t Use”
signele) positioning error
1 ‘ l fgiven by EGNOS to pliot)
+ Accuracy + Integrity
b T
+ Availability
+ Continuity
En route En route Terminal Approach
Oceanic Domestic

oooooooooooooooooooooooo

= . —\.
GNSS + ABAS GNSS + SBAS GNSS + GBAS

Aircraft-based
Au i



GBAS Integrity Concept S,WE/&)?S

Reference Data
Receiver Processing Consistency
.............................................. . check ?
N o VI I P :
: : ey $ J  VHF
ROM ; ;:MRHCC : Transmitter
- Sesnnenn Hessnnnnn :
Differential Corrections S ————_
GBAS Reference Receiver Quality Monitoring
Reference " Data
Receiver PI'OCBSSiﬂg Communication Receiver
—- Monitoring
GBAS Ground Fagility .
- .
-
L =T Qpta © 2098.( 1 DE/BE ad

Based on the information received from the GGF and also based in own data, the aircraft
computes HPL and VPL for each epoch (every 0.5 second)

The Quality Monitoring function includes four parts:
e Receiver Operation Monitoring (ROM)

e Signal Quality Monitoring (SQM)

e Data Quality Monitoring (DQM)

e Measurement Quality Monitoring(MQM)

- Consistency Check.

-Communication Monitoring



Galileo Concept of integrity

GPS + SBAS

GPS , SBAS
R gy

Ranging Integrity
Information

VPL

0104 WA Vorbes Hashgution Sor s Bessnd Chatey
- S N

Py,

SWEP®S
7N\
Galileo

New ..C<D
Galileo Concept %
nyaan 3
Q
Integrit_y P
Ranging Information =

<s=uof «—— VAL HAL

Integrity risk

uolew.Ioul Jasn




Galileo integrity SWE/p%%

Galileo will provide the SOL service through providing 3 elements: %
e Signal-in-Space Accuracy (SISA): Expectation of the errors relative to the 's
clock and ephemerides.

o Integrity Flags (IF): Warning relative to a satellite that is transmitting a signal with
an excessive error. IF is founded on the short term observation of the clock’s variations,
the ephemeris and the RF signals.

e Signal-in-Space Monitoring Accuracy (SISMA): Describes the SISE determination
quality based on the Galileo Sensor Stations (GSS) observations. SISMA will be
broadcast in a shorter time interval of 30 seconds.

Galileo Navigation Message

Galileo
RAIM GPS Navigation GPS
Message l
SISA ey EGNOS Galileo|ntegrity M
IF . ' grity g

SISMA wmmlly A 6 ceconds Availability of the EG“C’Sf"teg”“‘ Message
nawgatlon Service EGNOS/Galileo Converter
EGNOS Con\.'er!:eclllntegrit\_.r Message

4
Consistency Galileo Integrity
Check Algorithm

Integration
Integrity Information
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Integrity monitoring (IM) on Land - Vehicle w@s

It is possible to adopt the classic integrity
mechanisms, for road application??? And How???

Current Predicted o Predicted future
position position Alert limit time pose
o o Current aquirement box
/ Alert Limit Requirement time pose

——
——- /
e
—_—
-
-

—_——




Integrity monitoring (IM) on Land - Vehicle w/P%?S
Unfortunately, the same methods (SBAS/GBAS, RAIM, ARAIM, .... ) do not directly

apply to HAVs (Highly Automated Vehicle), because some differences in the
requirements and environments:

The Requirements

Higher precision/smaller (cm) PLs are required. As such level of accuracy is
considered unattainable with Aviation, ITS applications are foreseen to be
relying on SBAS, RTK or PPP techniques. These methods bring with them a new
set of specific vulnerabilities. As example, in case carrier observations are to be
used, cycle-slip monitoring shall be included, as well as IM for AR

The environment

@ @ @@@@ Land users are often located in urban environment (high-rise
5 - 3 3 buildings), And here, GNSS observations are highly more likely to be

affected by multipath and Non-LOS (NLOS). Furthermore, the urban

L G environment brings extra vulnerabilities linked to the higher risk of

N\ Y i interference, Changing environment, environmrntal diversity, other
Ny K road users, large numeber of car manufacturers, ...

! )
& [l 1 DD
= L)




Integrity monitoring (IM) on Land - Vehicle SWE/IJ%)%

Proposals: L/

PL will be calculated in real-time and will be provided to the vehicle guidance controller at a 1 Hz
rate or faster (with different required hazard rates )

Correction data,
SV heatth;
bounding error ‘Sigmas’
GNSS Augmentation THREAT MODELS
Measurement Sources Y !
measurements

w GNSS Receiver B

SV 2 > ﬁ -~ 8V Ephemeris
f ~——— SV Signal Deformation
Integrity Software Atmosphere
(includes ARAIM) |

— Multipath

—_— RF Interference

position, usable SVs  protection
welocity, lewels
precise time




Local GNSS Integrity Principle m
* Centralized processing of GNSS measurements: ©S

Q‘é
m

-~ Collection of measurements taken by many cars in a certain area at certain times

Processing
Facility

Measured GNSS
signal quality

Predicted measurement quality
(loca! position confidence)

OfNgoard UnitsVANET ) | * Vehicular Ad hoc NETwork (VANET)

— Cars used as sensors for signal quality assessment using mass-market receivers
— GNSS observations taken on board of the cars are shared by means of communications
— Collaborative monitoring of GNSS signals in urban scenarios

* Spatial/temporal characterization of local signal degradations

» Computation of “Local Protection Levels” ellipses




Enhanced navigation, robustness, safety for autonomous swm

. EP®S

vehicles | | L/
Globalstar is developing a connected car program for continuous,

worldwide service to vehicles. This combines PPP corrections provided

globally (via LEO satellites) with local-area corrections (via LTE) in urban

areas for connectivity anytime, anywhere. Both signals are broadcast at

2.4 GHz and include:

- Pilot channels used for ranging,

- Augmenting GNSS ranging,

- Prpviding Tobustness againétjam?in% Spo’g;ing.““I O
GPS civil signais onL1,L2C, and L5
7 7 7 7 GLONASS G1 and G2 (highu!gllute rate)
Galileo E1 and ES (when operational)

Beidou (for Asian markets)
Globalstar s -band pilot signals*™

GlobalPPP/ { : Local COGNSS
WADGNSS & LN it (Optional)
Multiple global Reference Multipie loca! Reference Stations
Stations at known points ' surrounding an urban area

27

LocalUsers

Observe Errors and Observe Errors and

calculate Global Corrections = : calculate Local Corrections

and Error Bounds R and Error Bounds

Delay (dual-freq.)
« SV Ephemeris ! « Scalar (combined) corrections
+ 8V Clock Applies Tropo o) « lonosphere and Tropos phere included
Corrections

GlobalPPP/ WADGNSS " Position’ Global+ Local CDGNSS

95% Horizontal Accuracy S04 m 95% Horizontal Accuracy 0.1 m

* Accuracy does notvary greatly from « Local communicatons link needed
reglon o region B - Localcorrections are usuallysuperior

* Neeods dual-frequencyreceivers o 10 dual-frequencyionos pheric removal
remowe lonospheric delay + Faster nitialization/Convergence

» Lengthy initalization and convergence + Accuracy degrades near edges oflocal
(=~ 1 minute) refarence receiver network

+ = 0.2 m underclear sky condiions + 5 0.05 m underclearsky condiions

Source: Globalstar



https://www.globalstar.com/

Questions?




